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3. =4 9 Y&
7} Black Hat 2019 7]€ AAE 3 AFHA~
1) 5G HIEH T2 M=L FHFE (New Vulnerabilities in 5G Networks)
- 5G 7 Y EHZY] B 7eE 4%t &9 A= HF
AR (=Y, BNIoT, €49 B 9L A= A= HAGFH
A #e ALE
- AnlE sl=dge] 2 AT EdY FUETLS AHESHY 5G /4
EFEY AER AGE L ofEA 4L F l
AA H7HE FPste] BddT ARUEHY F/RE F U=
M= A3 =78 47

Setup - LTE MitM attacker 1. MNmap

v Hardwars * (Mobile Network Mapping)
= 2% |USRP 8210+ Laptops) similas te IP Nmap
" Phane, Cusctel modems,
gars, kol dmvices, trackers, * Maker
Laghops, routers..., ' Model
* Software 05
* SRSUTE * Applications
* Version

® Artacks tested with real
devices and commereial
networks

2. Bidding down § L 5|} 3-BatteryDrain

g
Geopminie Registratio
» Hiiacline S Ol PSM_enable

aCNg RELAY ® NB-loT (Narrow Band) : - - - o

* Radio Capabilities _ Badio | * Power Saving Mode [PSM) PsM _diabled

* Mith relay befare OTA |  GFF when notin-use |

Security I l"r;\,_,‘ « ometfiFer o
* Netwuark cannot detect A
FSM_Not enabled
EA'._t:r,:D'ar-




2) S50 AR EF 2 (550 Wars : The Token Menace)

- 850(Single Sign On)2] A3} Al-ANA M2 ¥ 27} TheFsiA
HEAE = A%

- HT HEZ AEZR F 7R Zled O &7

- XML A% f&4 ZAE Suksla A28 /99 SAML 74
Ao s FAAZ Ao ALAZR QAFSotAY, 489 ATE
Fo St W
NET ¢33 <dolBge e vI=E, F447 td A g
7} (RCE. Remote Code Execution, DoS. Denial of Service)<
Al k= W

oot oot Mareish [achangs Sach i dantbsaapsmamlan:

« P Wecrasot Enchangs S‘f‘n'rbFas.:.:aa:wnarmr\n'.::!fnl
Delegated Authentication RS T———
| servce prvecer | [ sty provider | AppDomain CumentDomain AssemblyFiesch += i ResolveEvetHander OnAssemblyResoveEvent]
}
= Asesprowand recurce - ) s
& Microsolt Exchange Searth Fast FastuanagemeniClint
oo - S T DirvalE Sl ASSEmbly OASSSmblResoNaE et byt sinder, FesahvaEventigs angs) [
Redrect tn 380 senice = =) Login st 350 service i string name = args Mame Spitinew chadll 1101
=] s I i R “6 siring path] = Path CombinedF astManagementCient fuingtaliPath, “rtaller/Bin’);

slring paihZ » Path CombineF asiManagemaniChent fusinstaliPath, “HosiControliar),
stringfl paths = rew stngl] (path? patha);
fod (ki ® [ 4 < pama Length, i) |
string A_paih = pathsfi] + Pam DirecorySeparatorChar ToSirng() + name = "o,
of {Filee Exasts(full_path) return Assembly LoadFromiiull_path),

o pirpid L Nemaionn

SAML Signature Verification in .NET

1. Resolve the signing key

The data to be integrity-checked * Obtain Securityiey from <Keyinfo /> or create it from
embedded data

2. Use key to verify signature

¢
3.Identify the signing party @

¢

@

Infarmation how to verify signature * Derive SecurizyToken from <Keyinfo >
Signature 4, Authenticate the signing party

. . ® WVerify trust o SecueltyToksr
Key{s) used for signature calculation

A tale of two resolvers

»<Keylnfa,> section is processed fwige by different methods! Key & Token Resolution

St i T el s barianiecton
Seartier

L Sarioraiier

. s and
£ Pt e sty 80 vust] Prive
P gt o agredinl :

Same <keyinfo) > block it processed twice

* Premise:

« If we can get each methed to return different keys, we may be able to bypass
validation
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(HI'TP Desync Attacks : Smashing Into The Cell Next Door)

ol= 6Lo o S5k = 3 = =
- AFHA g2 944 FAAY A9 E $3 £dA st o E
-0l O =] =] o o]
- TES Ad 2 A AR ] =), EAe] tigk o8]
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B 24
3y A
Detecting desync et | — [Gostiom] — [Trirn {2 Confirming desync St | ot - e | 2
POST /about HTITP/1.1 POST /fabout HITE/1.1 POST /search HTTP/L.1 PIST feearch HTTP/1.1
Host: example.com Host: example.com Content-Length: 51 Content-Length: 4
Transfer-Encoding: chunked Transfer-Encoding: chunked Transfer-Encoding: zehunked Transfer-Encoding: zchunked
Centent-Length: 6 Content-Length: 6 11 96
3 i ;x&q=s:.‘.:.;glir.gix= GET
abe
CL.CL: backend response CL.CL: backend response ek e
TE.TE: frontend response TE.TE: backend response "
TE.CL: frontend response TE.CL: timeput
CLTE: timeout CLTE: socket poison 3 \Triggers 404 if vulnerable — ?G
Bypassing rules B | — [Cotion] —+ s | Chaining DOM Problems et | — ] — ]
POST / HTTPR/1.1 i
Host: software-vendor.com Rurs on unknown
Content=Length: 200 URL Invictim's  oe
Transfer-Encoding: chunked browser <scrip ———0
var destination = qettmrr?nm[ ‘redirc’)
{low quality filtering]
0 document . location = destination |
<fscript>
X: XGET / HTTE/1.1 HTTP/1.1 200 OK Solution: chaina
Host: software-vendor.com server-side ocal |
Please log in redinect HITP/1.1 301 Found : /
Locaticn: fassets/ide?redir=//redhat.co.
Web Cache Poisoning | — et — (isbes| | - PayPal Poisoning o | — Gt —» ] | S
POST /webstatic/r/fb/fb-all-prod.pp?.min.Jjs HITE/1.1 - %
Host: c.paypal.com S5y, —
Content-Length: 61 paypal.com/signin \\EFE} = \\
Transfer-Encoding: chunked a ) A\
T csp . o
] | \ S0P Q__/» ¢.paypal.com/fb-all.js = evil.net
i \ j‘l, \
/ y = .
" { c.paypal.com/i 2 |
4% e l.' "\_I J
[ 9 A
. paypal.com/us/gifts
BTTR/1.1 302 Found /
Location: htep://skeletonseribe.net?, c.peypal.con/webstatic/ \»____-———— — +518,900
$46,300




4) DNSE A8 =H¢l BA 33 &4 7=
(How 1o Detect that Your Domains are Being Abused for Phishing by using DNS)
ojf Ao A & AE HFE FHE 93 RFC(Request for
Comments)E A& H4 34 42 7]e /A
7

g A 2
olfdel B A3E I F FAH(STARTTLS, SPE, DKIM,
DMARC, DANE, MTA-STS
- DNS 279 tig H2E AA=x=-
3 ol A 34 4 /Y Ay

[
el

ol
ol

o O

J-«LJ..-IJ T——F| =019 L GUST 3-8, 2013
SMTP MTA-STS Reportlng The GOOD SMTP MTA- STS Repcrtlng The BAD
20
0 e

AUGUST 3-8 2012

Sender Policy Framework - The Good Sender Pollqr Framework - The Bad
Belastingdienst Rexiplens Perpatratar Recipient
& b . by
(¥ o by
Belastingdienst

£ b =T ¢
. k

L P

DomainKeys Identified Mail DMARC Dashboards
= DKIM = Domainkeys identified Mail, ==l
* Signs body and selected parts of the SMTF header.
+ Signature is transmitted in a DKIM-signature header. reject relaxed relaxed
= Public DEIM key is stored in the DNS as a TXT resource record.

* More info: RFC6376 - Domainkeys Identified Mail (DKIM) Signatures.

O b
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(Cyber security Risk Assessment for Safety-Critical System)

- X9 71F A4 g By s, AR A4 A vy 9F,
GPS 9144l T T 24 4% 5 AA Fa Az g

e 97 Axde) ofF

o = [w] =] - = & i 4 ==
- SFA LY BHeks EAstE BEE ¥H 2 T2 EFHOE o]y
BEo] A= B4 e A A
[ P = = = o] & =
- BFEAIEE Y dig 2 F4 Aoy Bt A4 did =2
Hel FoT Azuel B AP Bt
@ CREATE SECURITY ARCHITECTURE e i OF GREATE SECURELY
1. Deternine the Security Perimeter {‘;‘;ﬁ-“%"'-”‘t_----------‘i SpaceX Example ‘White Sands Security Architecture
T Determing the seourtyrolevartassets of the | S H o o
sﬁmmym“msudaumat }E Auaet 1 hsat ‘ :
must cannat compromised Ir= A : m m:
+ Sscondary Assals are assets that support ,lkn“'m y - : '
the primary assets I e ! Wiid Whaetacch
+ Seeurity Functions | Security Data are : ! : - 4 it
secondary assels | = | e
3. Determing exttrnal systems H f— : [smis
4. Delerming connections [ ysiem !
Security Architecture is the based to all the steps of the framewaork. i
@ ASSIGN SECURITY SCORES @ CREATE SECURITY MODELS & CUTSETS.
1. enefy Amaciars, and psign =
+ N [F Aspacinam Agernral Wit it By B lulqsethp(l L.-um_v?..::e..er,
o EEURRINCE watard 12021 occET occ=9 ‘:__ iyl Becarity ooy v T } Ertsaety of I 10 M
2 entity Vulnarabiries, and xisign sy e s iy 1k -nm-q et
e i—— = N e e T ([ [ =
3 Is_«:wws;elwllmmo and FHagh : Mm*} X.W s —" permie = ?;1__ —
e ' il = = B o
ey ey e S _— =

+ Wone exsl avign e Secue Measure and T ASadher hccess | Wean [riusy
Vectiry, o Thot Consitony i

5 senary Thieat Conditiens, i Leystee i Leyemd i
: it = |
+ A M5} ~ ——— Cotsat VBt
+ Mot Best bogn T Secae Watanures i ASkchen ACoeLs |.systomz f-u‘t *wﬂ' B et lna scde
Vecton, or Threat Candon: gl e ——

B Ranly the RSt and Basagn 4 Hame (17

Cutsets are collections of vulnerabilities and attackers sufficient to cause the
threat conditions, and they are used to generate threat scenarios.

Security Scores are the inputs to the Honeywell Security Modeling Engine.

. DEFINE THREAT SCENARIOS . DETERMINE ACCEPTABILITY

Use the cutsets to create Threat Scenarios by group cutsets within a threat Determine Acceptability using the Security Acceptability Matrix
scenario,

Honeywell Security Risk Calculation Engine consolidates and computes the given | Security Risk Assessment Framework provides a security risk score and the
cutsets into a single security risk number for a given threat scenario. complete traceability for how it was computed.
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- 2dld T oA New Vulnerabilities in G Networks

- NZzEe] 550 29 S5O Wars : The Token Menace

- = MEl A 2% HITP Desyne Atfacks : Smashing Into The Cell Next Doar

How to Detect that Your Domains are Being
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W8 % 28 WS ¥A | spused for Phishing by using DNS

- 7]9AE 29 Cyber security Risk Assessment for Safety-Critical System

[] DEFCON 27
O AoAlAR Ale]y AZUIEZE Zoxl YRET FFHA AT

=A EA o= 9 deg mot & £ Qlow, gF AFRo
Aoja| 26 B Alel¥] HZE g A EAA; o =F Ftsie
g Fo| st=d =20 2 AL
Hag BAAAE gt FFdel oA 2 5 o Ak
227} 717 S22 A

- 11 -



= -g——%—cw;w ARAA AAU} AE He)
ATt e F3) A% A9 duAA AEA@BAIA
RN 27 % BARBEL WA AR Bl BT
O ARE Asdx, 87 B8, 2894 Axnges Ueds
IR

W g Arledd di@ FRE L F AL, FF AjA=H
Betgel g FRESQ A JdFE dAds=d g2 =+
2 Aec= 7YL.

O AelBiA g 712 ASFAHCE ¥3si Ogd 5 jlenz,
A 71€dl tig AR T B4 L S Aoy Bt g% 73 Za.

- 12 -



U i e b
o] 2 Z 4 A& o] # <« B3
Louis Hur Representative NSHC louis@nshc.net
Park Jeong Woo | Senior Engineer NSHC Jw.park@nshc.net
gL CEO SPARROW schang
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Al Anderson | Secuntv executive s
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Fred Mitlisky | Senior Director | D0™ bred sk
Energy @bloomenergy.com
Edward Kim Director Hloou Sl
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Van Ryder Sales Director | Protectwise S
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Michael Edwards | Director Venafi s koo
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